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Generating Keys in 4 Steps

Using the Windows Command Specify Where to Put the Key File
Prompt you can generate
public/private rsa key pair

4]

Enter the Password for the Key Retrieve the Keys from the Path
if Required Specified in Step 2
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Key Generation

Command Prompt

Microsoft Windows [Version 16.0.19045.3693]
|[(c) Microsoft Corporation. All rights reserved.

|C:\Users\azaje>ssh-keygen -m PEM

Key Generation:

In the command prompt, type ssh-keygen -m PEM and press Enter. This will
generate public/private rsa key pair.
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Specify Key file Path

Command Prompt - ssh-keygen -m PEM

Microsoft Windows [Version 10.0.19045.3693] A
|{c) Microsoft Corporation. All rights reserved.

IC:\Users\azaje>ssh-keygen -m PEM
|Generating public/private rsa key pair.

[Enter file in which to save the key (C:\Users\azaje/.ssh/id_rsa): C:\SFTPKeys\JohnSmith\id_rsa

Specify Key File Path:

Upon prompt, enter a file path (e.g., C:\SFTPKeys\JohnSmith\id_rsa) and press Enter.
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Enter Passphrase

Command Prompt - ssh-keygen -m PEM

1Micr‘osoft Windows [Version 10.0.19045.3693]
|(c) Microsoft Corporation. All rights reserved.

[C:\Users\azaje>ssh-keygen -m PEM
|Generating public/private rsa key pair.

Enter file in which to save the key (C:\Users\azaje/.ssh/id_rsa): C:\SFTPKeys\JohnSmith\id_rsa
[Enter passphrase (empty for no passphrase):

[Enter same passphrase again:

Enter Passphrase:

Enter a password when prompted, and press Enter. Confirm the password by entering it again and pressing
Enter. If a password is not required, press Enter and confirm by pressing Enter again.
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Acknowledge Key Creation

Command Prompt

Microsoft Windows [Version 10.0.19045.3693] A
(c) Microsoft Corporation. All rights reserved.

C:\Users\azaje>ssh-keygen -m PEM

Generating public/private rsa key pair.

Enter file in which to save the key (C:\Users\azaje/.ssh/id _rsa): C:\SFTPKeys\JohnSmith\id_rsa
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in C:\SFTPKeys\JohnSmith\id rsa.

Your public key has been saved in C:\SFTPKeys\JohnSmith\id_rsa.pub.

The key fingerprint is:

SHA256: 790V6PMiny5884L 5F3K9Mepj/mHh8@nwMvoyShrpTtk azaje@LAPTOP-J1TOKFMO
The key's randomart image is:

+---[RSA 3072]----+

| ]
| -
| —_—
| S - ..I
| -
| + +E @. |
| 00=*X @]
| 0=#{@B0+ |
+----[SHA256]----- +

C:\Users\azaje>

Acknowledge Key Creation:

Upon completion, you will receive messages indicating successful key creation.
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Navigate to Key Directory 4

Navigate to Key Directory:
Go to the specified directory where keys are stored (C:\SFTPKeys\JohnSmith).
Ensure you have two keys:

id_rsa (keep secure)

id_rsa.pub (share as needed with Rebex)
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Rebex Connection: Your Quick Step-by-Step Guide

Add New User Authentication Settings Add Public Key

4] 6]

Virtual Path Setting SSH Settings Update User
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Username

“ Rebex Buru SFTP Server Web Administration LOGOUT
i@ SAMDAT - EFTXpress Bank Codes - o X

ft  Home File Help
T Username ————— 20— -
- o Bank Code |4 | |Canadian Commercial Bank *Required
ol Server configuration Bank Format * ] Nedbank CPS Connect Direct
o Authentication settings Export Path ge300 || Browse
jmu} Service management Account Number * | Branch Code
B  Sererlog Seed Number
B Web administration log General Options SFTP Setup  Statement Setup  File Setup
B Accesslog Output Response
Destination S 2FA [ Ovenide Response Retrieval
(7] Online documentation” t. Change password Host IP Address * 2 2.3 [23:59:59 ] [HH:MM:SS]
©®  support forum® [[] Post Muttiple EFT Batches

User Password * Rz ‘ [[] Show Password [J Auto Post Using Timer
Private Key File ©  [C\S Nedbank Test\id_rsa
Key Passwod* |7 ] [[] Show Password
Port *
Upload Directory :‘:PS 0
Obtain Response File from Bank
Response Directory CPS\in
Virtual path settings Archive Directory  [C:\Sage\Sage300\company\SAMLTD\Archive
Physical path
C:\FTP

Delete

Username

This is your SFTP Connection Username.
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Authentlcatlon Settings

Rebex Buru SFTP Server Web Administration

Home

Username
Users

NedbankTestUser
Server configuration

1 0GOUT

@ SAMDAT - EFTXpress Bank Codes

File Help

Bank Code |4 4

Bank Fomat *

SSH Shell configurati s :
s Che Authentication settings

Service management
Server log

Web administration log ~ oW L
Password authentication

Access log Disabled (@) Enabled

® Local p rd@

Online documentation”

Export Path
Account Number *

Seed Number

Output

Destination

Host IP Address *

Support forum®
Public key authentication
Disabled Enabled (® Required
Fingerprint

k+LZp62AuzimhNEeEA/RNyrVIiZZ7EU

Virtual path settings

Virtual path Physical path

C:\FTPSecure\Nedbank

User *

[NEDCONNECT

(1511028839

;'CCB | [Canadian Commercial Bank

[Nedbank CPS Connect Direct

L Sage\Sage300\company S MDAT

Branch Code

General Options SFTP Setup  Statement Setup  File Setup

Response

SFTP 2FA [[] Ovenide Response Retrieval

121231234 1 [35959 | [HH:MM:SS]

|Nedbank TestUser [] Post I‘lump!e EFT Batches

\l User Password *

[] Show Password | [[] Auto Post Using Timer

Private Key File *

[c SFTPKeys\Nedbank Test xd;rsa

Key Password *

[[] Show Password I

2yNeQLu00 Port *

Upload Directory

Archive Directory

(/] Obtain Response File from Bank

Response Directory

Penny Test
|CPS\in

200

Ic Sage\Sage300\company\SAMLTD\Archive

Delete

Authentication Settings
* Enabled/Disabled: Option to enable or disable password authentication for the user.

* Required: This means that the password is required. This is the option you select when setting up 2FA.
* Local Password: This is the password associated with the user account for authentication when connecting to the server.
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Public Key Authentication

u Rebex Buru SFTP Server Web Administration LOGOUT

@ SAMDAT - EFTXpress Bank Codes

Home File Help

Username
Users

Bank Code |4 4 ;'CCB | [Canadian Commercial Bank *Required
NedbankTestUser | L
Server configuration Bank Format * INEDCONNECT Nedbank CPS Connect Direct

: ; : (C:\Sage\Sage300 y\SAMDAT
SSH Shell configuration Authentication settings Export Path ( Sage'\Sage 300\company\SAMD

Service management Account Number ©  [1911028839 Branch Code

Server log Seed Number

Web administration log General Options  SFTP Setup  Statement Setup  File Setup

Password authentication
Access log Disabled (@ Enabled Required Output Response

® Local password Destination SFTP 2FA . [[JOvenide Response Retrieval
Online documentation” Password is set. Ch Host IP Address * 121231234 1 [2359:59 | [HH:MM:SS]

Support forum User * [Nechark Teat User [[]Post Mutiple EFT Batches

ey authentication User Password * : ] [] Show Password [[] Auto Post Using Timer

Disabled Require /l Private Key File * Ic SFTPKeys\Nedbank Test xd;rsa I

Key Password * [ | [ show Password
Port *

Upload Directory

Obtain Response File from Bank Penny Test

Response Directory [CPS\n
Virtual path settings

Archive Directory  [C\Sage'\Sage 300'\company\SAMLTD\Archive
Virtual path Physical path

C:\FTPSecure\Nedbank

Public key Authentication

+ Enabled/Disabled: Option to enable or disable public key authentication for the user.

» Required: This means that the password is required. This is the option you select when setting up 2FA.
» Add Public Key: Select Add public key to incorporate the key generated using the command prompt.
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Virtual Path Settings

u Rebex Buru SFTP Server Web Administration LOGOUT
@ SAMDAT - EFTXpress Bank Codes
Home File Help
Username

s Bank Code (4 4 ] | |Canadian Commercial Bank *Required
NedbankTt L

Server configuration Bank Format * [NEDCONNECT ] [Nedbank CPS Connect Direct

200

SSH Shell configuration Export Path C:\Sage\Sage300\company\SAMDAT

Authentication settings

Service management Account Number *  [1911028839 Branch Code

S Seed Number
erver log

Web administration log General Options  SFTP Setup  Statement Setup  File Setup

Password authenticatior

Output Response
Access log Disabled (@ Enabled Required

Destination SFTP 2FA v [[] Ovenide Response Retrieval
® Local password 5 ;
Online documentation” Passviord is set. Change pa Host IP Address * 121231234 23:59:59 [HH:MM:SS]
2 . |Nedbank TestUser ] A
Support forum” User % [[] Post Muttiple EFT Batches
Public key authentication User Password * (] Show Password [[] Auto Post Using Timer
Disabled Enabled @ Required Private Key File ©  [C:\SFTPKeys\Nedoank Test\id_rsa

Key type Fingerprint Key Password * [[] Show Password

k+LZp62AuzimhNEEARNyVIZZTEU/YY2yNeQLw0O Port *

Upload Directory

Obtain Response File from Bank Penny Test

Response Directory [CPS\in
Virtual path settings Archive Directory  [C\Sage'\Sage 300'company\SAMLTD\Archive

Virtual path Physical path

C:\FTPSecure\Nedbank

Delete

Virtual Path Settings
» Virtual Path: The virtual directory path for the user
» Physical Path: The corresponding physical directory path on the server.

+ Add Path Mapping: Allows administrators to create a mapping between a user-visible virtual directory and the corresponding physical
directory on the server.

© 2023 Peresoft Software & Support (Pty) Ltd, or its licensors. All rights reserved.




Authorization Settings

Virtual path Physical path

Authorization settings

Web adminis

SSH shell settings
® Default - use
No shell - only minimal sh

SSH shell
seftings

Legacy - minil

Authorization Settings

» Ensure your Administrator User has Web administration access
» SSH Shell Settings must be set to default

© 2023 Peresoft Software & Support (Pty) Ltd, or its licensors. All rights reserved.




Update User

Virtual path Physical path

Authorization settings

®) Default -

No shell -

SSH shell

seftings

Legacy - minim

Select Update User

» Select Update User to save and update the user settings.
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Username

® ®

ft SAMDAT - C/B Bank Accounts
Rebex Buru SFTP Server Web Administration File Help

Horne Bank Code |4 4 TCCB l P Ml X + Name :Cana‘dxan Commercial Bank

Users Username
Address Bank Options Accounts Fomms Securty RecXpress

Server configuration
Fetch Statement via SFTP/LOCAL
SSH Shell configuration Authentication settings

Service management (® Manual Retrieve (O Automatic Retrieve

Server log [ Check for Duplicates

Web administration log th Location SFTP with Key File . Test Connection

Access log

Host IP Address * [1212312.34

Online documentation”
Support forum” Key Password D Fow
Private Key File Name * edbank Test\id_rsa
Port * »
Retrieve From SFTP Directory iFT' in

File Matching Pattem

Retrieve To Directory

. . [“] Archive Statement
Virtual path settings

Virtual path

Username

This is your SFTP Connection Username.
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[ | [ | [ |
Authentication Settings.
SAMDAT - C/B Bank Accounts

u Rebex Buru SFTP Server Web Administration File Help

Fome Bank Code |4 4 TCCB 1y »l ! + Name [Canadian Commercial Bank

Username
Users

NedbankTestUser Address Bank Options Accounts Fomms Securty RecXpress
Server configuration

Fetch Statement via SFTP/LOCAL

SSH Shell configurati 5
gt Authentication settings

Service management (® Manual Retrieve (O Automatic Retrieve

Server log [ Check for Duplicates

Web administration log rd authentication Location SFTP with Key File . Test Connection
Access log isabled Enabled Required

Host IP Address * i12]23123‘:

4 er * - estl)se
Online documentation® Password is set. Change pas: User Nedbank Test User

Support forum'” \l Key Password [ [ []Show |

Public key authentication Private Key File Name * ‘C \SFTPKeys\Nedbank Test\id_rsa

Disabled Enabled Requil ——
Port * | 4

y type Fingerprint
k+LZp62AuzimhNESEA/RNyIVIZZTEU/YY 2yNeQLWOO Retrieve From SFTP Directory iFTI in
File Matching Pattem

Retrieve To Directory [C:\Sage'\Sage300\Company\SAMDAT \Retrieve

” " [4] Archive Statement |C:\Sage\Sage 300\Company\SAMDAT \Archive
Virtual path settings L

Physical path

C:\FTPSecure\Nedbank

Authentication Settings

+ Enabled/Disabled: Option to enable or disable password authentication for the user.

* Required: This means that the password is required. This is the option you select when setting up 2FA.

* Local Password: This is the password associated with the user account for authentication when connecting to the server.
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Public Key Authentication

SAMDAT - C/B Bank Accounts

u Rebex Buru SFTP Server Web Administration .
File Help

Home [ > =
Bank Code |4 4 |CCB » »l &{ + Name |[Canadian Commercial Bank
Username | | |
Users
NedbankTesti/ser Address Bank Options Accounts Foms Securty RecXpress
Server configuration

= SR / A
SSH Shell configuration , Fetch Statement via SFTP/LOCAL
Authentication settings

Service management (® Manual Retrieve (O Automatic Retrieve

Server log

[ Check for Duplicates

Web administration log ord authentication
rd authenticatior

Location SFTP with Key File . Test Connection

Access log Disabled (@ Enabled Required [ = n

Host IP Address * (12.123.12.34
® Local password L

Online documentation Password is set. Change pas User * [Nedbank Test User

Support forum” Key Password | ‘ E] Show

Public key authentication

Private Key File Name * ‘C \SFTPKeys\Nedbank Test\id_rsa

Disabled Enabled (@ Required

—
Fingerprint Port * ‘ Zl‘

k+LZp62AuzimhNESEA/RNyIVIZZTEU/YY 2yNeQLWOO Retrieve From SFTP Directory iFT| in

File Matching Pattem

e

Retrieve To Directory [C:\Sage\Sage300\Company\SAMDAT \Retrieve
Virtual path settings [4] Archive Statement A \Sage\Sage300\Company \SAMDAT\Archive

Physical path

C:\FTPSecure\Nedbank

Public key Authentication

* Enabled/Disabled: Option to enable or disable public key authentication for the user.

* Required: This means that the password is required. This is the option you select when setting up 2FA.
* Add Public Key: Select Add public key to incorporate the key generated using the command prompt.
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Virtual Path Settings

n Rebex Buru SFTP Server Web Administration

ft SAMDAT - C/B Bank Accounts
File Help

H p : o
i Bank Code |4 4 |CCB » »l &{ + Name |[Canadian Commercial Bank
Users Username | | |

RecXpressUser Address Bank Options Accounts Foms Securty RecXpress
Server configuration

SSH Shell configuration o ) Fetch Statement via SFTP/LOCAL
Authentication settings

Servi 1 = o
Ervice managemen (® Manual Retrieve (O Automatic Retrieve

Server log
[ Check for Duplicates
Web administration I
b administration lag Password authentication
Location SFTP with Key File y Test Connection
Access log () Disabled (@ Enabled (7)) Required >
. [ 231234
- - Host IP Address ‘12]4—14*“
(@ Local password ¢

Online documentation™ Password is sel. Change password User * Nedbank TestUser

Key Password ‘ [] Show

Support forum®
Public key authentication -
Private Key File Name * ‘C \SFTPKeys\Nedbank Test\id_rsa

() Disabled () Enabled (8 Required

—
Key type Fingerprint Port * ‘ Zli

T+ ZpB2 AuzimhMNEeEARNyrViZZTEU/YY 2yNeQlwlo Retnevﬁ‘ FrOn] SFTP D]fédof‘,' :FT' in
|

+ ADD PUELIC KEY File Matching Pattem FCB

Retrieve To Directory [C:\Sage'\Sage300\Company\SAMDAT \Retrieve

Virtual path settings [“] Archive Statement C:\Sage\Sage300\Company\SAMDAT\Archive

Virtual path Physical path

C:\FTPSecure\RecXprassUser

+ ADD PATH MAFPPING

Virtual Path Settings

» Virtual Path: The virtual directory path for the user

* Physical Path: The corresponding physical directory path on the server.

« Add Path Mapping: Allows administrators to create a mapping between a user-visible virtual directory and the corresponding
physical directory on the server.
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Authorization Settings

Virtual path *hysical path

C:\FTPSecure\

+ ADD PATH MAPFING

SCP (if enabled) will be available

() Legacy - minimal shell with support for SSH alias

e to Pro version

Authorization Settings
» Ensure your Administrator User has Web administration access
* SSH Shell Settings must be set to default
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Update User

Virtual path

settings.

(O Legacy - minimal

==

Select Update User

» Select Update User to save and update the user settings.
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