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© 2023 Peresoft Software & Support (Pty) Ltd, or its licensors. All rights reserved.

Generating Keys in 4 Steps

Retrieve the Keys from the Path 
Specified in Step 2

Enter the Password for the Key 
if Required

Using the Windows Command 
Prompt you can generate 
public/private rsa key pair

Specify Where to Put the Key File
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Key Generation

Key Generation:
In the command prompt, type ssh-keygen -m PEM and press Enter. This will 
generate public/private rsa key pair.
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Specify Key file Path

Specify Key File Path:
Upon prompt, enter a file path (e.g., C:\SFTPKeys\JohnSmith\id_rsa) and press Enter.
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Enter Passphrase

Enter Passphrase:
Enter a password when prompted, and press Enter. Confirm the password by entering it again and pressing 
Enter. If a password is not required, press Enter and confirm by pressing Enter again.
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Acknowledge Key Creation

Acknowledge Key Creation:
Upon completion, you will receive messages indicating successful key creation.
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Navigate to Key Directory

Navigate to Key Directory: 
Go to the specified directory where keys are stored (C:\SFTPKeys\JohnSmith).
Ensure you have two keys:
• id_rsa (keep secure) 
• id_rsa.pub (share as needed with Rebex)
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We Use Rebex: 
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Rebex Connection: Your Quick Step-by-Step Guide

Add New User

Virtual Path Setting SSH Settings

Authentication Settings Add Public Key

Update User
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Username

Username
This is your SFTP Connection Username.
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Authentication Settings

Authentication Settings
• Enabled/Disabled: Option to enable or disable password authentication for the user.
• Required: This means that the password is required. This is the option you select when setting up 2FA. 

• Local Password: This is the password associated with the user account for authentication when connecting to the server.
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Public Key Authentication

Public key Authentication
• Enabled/Disabled: Option to enable or disable public key authentication for the user.

• Required: This means that the password is required. This is the option you select when setting up 2FA. 

• Add Public Key: Select Add public key to incorporate the key generated using the command prompt.
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Virtual Path Settings

Virtual Path Settings
• Virtual Path: The virtual directory path for the user

• Physical Path: The corresponding physical directory path on the server.

• Add Path Mapping: Allows administrators to create a mapping between a user-visible virtual directory and the corresponding physical 

directory on the server.
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Authorization Settings

Authorization Settings
• Ensure your Administrator User has Web administration access

• SSH Shell Settings must be set to default
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Update User

Select Update User
• Select Update User to save and update the user settings.
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Username

Username
This is your SFTP Connection Username.
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Authentication Settings

Authentication Settings
• Enabled/Disabled: Option to enable or disable password authentication for the user.
• Required: This means that the password is required. This is the option you select when setting up 2FA. 

• Local Password: This is the password associated with the user account for authentication when connecting to the server.
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Public Key Authentication

Public key Authentication
• Enabled/Disabled: Option to enable or disable public key authentication for the user.

• Required: This means that the password is required. This is the option you select when setting up 2FA. 

• Add Public Key: Select Add public key to incorporate the key generated using the command prompt.
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Virtual Path Settings

Virtual Path Settings
• Virtual Path: The virtual directory path for the user

• Physical Path: The corresponding physical directory path on the server.

• Add Path Mapping: Allows administrators to create a mapping between a user-visible virtual directory and the corresponding 

physical directory on the server.
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Authorization Settings

Authorization Settings
• Ensure your Administrator User has Web administration access

• SSH Shell Settings must be set to default
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Update User

Select Update User
• Select Update User to save and update the user settings.
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